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Anthem Hack: Some Regence Policyholders May Be At Risk 

 
In late January 2015, Anthem Blue Cross Blue Shield was the victim of a cyber-attack. Its data 
system was breached, and the personal information of its policy holders was stolen. The company 
and regulators in the 14 affected states are working to determine the extent of the breach. 
 
Utah consumers should know that Anthem does not operate in Utah. 
 
“Anthem has not written any policies in Utah, so most Utah consumers are unaffected by the breach,” 
says Utah Insurance Commissioner Todd E. Kiser. “However, Anthem does have some cooperative 
agreements with Regence BlueCross BlueShield, which could put some Utahns at risk.” 
 
Regence policyholders who have received medical services in a state where Anthem operates — 
California, Colorado, Connecticut, Georgia, Indiana, Kentucky, Maine, Missouri, Nevada, New 
Hampshire, New York, Ohio, Virginia, or Wisconsin — may be affected. This is because a health care 
provider may have shared information with Anthem during the claim process to allow them to pay 
the claim.  
 
Anthem is currently investigating the breach and will notify affected consumers over the next few 
weeks. You can call (877) 263-7995, the toll-free number Anthem has established to assist 
consumers. Anthem has also set up a special website at www.anthemfacts.com to answer questions. 
Be sure to type in the web address directly. Do not click on any links sent to you in an email or via 
social media, as scammers will try to take advantage of the breach. Often they will send phishing 
emails that appear to be from your bank or Anthem offering to help. 
 
Neither Anthem nor Regence are calling consumers about the cyber-attack. Impacted consumers will 
be reached by mail. Do not give out any personal or financial information to anyone who calls 
you regarding Anthem or Regence. Never give out bank account information, PIN numbers, Social 
Security numbers or any other information to people who call unsolicited. 
 
You can find more information at www.anthemfacts.com and http://news.regence.com/blog.  
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The Utah Insurance Department is a State agency. Its mandate is to regulate insurance marketed and sold in Utah. Currently more than 95,000 
agents, agencies, and insurers are licensed; domestic insurers are audited to verify financial stability and compliance with insurance laws; 
administrative action is taken against licensees found to be in violation of insurance laws; calls from consumers with questions or complaints are 
taken; and licensees and consumers are educated regarding insurance. For more information visit http://www.insurance.utah.gov or call toll free 
in-state at 1-800-439-3805 or locally at 801-538-3077. 
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